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1. Introduction 
 
GENERAL IDEA  
 

1.1 Summary  
The serious game The Cool Connection is a business in healthcare products. The simulation focused 
on Supply Chain Finance. There are four roles where the player can make decisions, the roles 
purchasing, supply chain, sales and finance. When the decisions are made, the round can be 
simulated a half year. After the calculation, can the player sees the result of their decisions and 
improved their strategy. Normally plays a player three to six rounds, but this is not restricted.  
 
When the player starts to play, there are default settings active. For example, the safety stock of the 
components is filled. With these default settings are round -1 and 0 simulated. The player can see the 
impact of the old decisions. It’s possible for the player to compare the results of several rounds. 
Normally are the default settings for round -1 and 0 the same, for the new development is that not 
always the case as you could see in the design.   
 
For the new Cool Connection company are there some compliance issues implemented. The 
compliance issues can be divided over 4 categories: 

- Component stuck 
- Product stuck 
- Cash stuck 
- Penalty 

 
For each category are there several scenarios. Some scenarios combine two categories. There are 9 
different scenarios. In the appendix are the nine scenarios, here we named only the scenarios from 
technical point of view. 
 
Component stuck 

- The delivery of component PEG/TPEG by supplier Sentinel is stuck (sc 1).  
- The delivery of component Lemon Drops by LSP of supplier NewScent is stuck (sc 9).  

To simulate the effect of component stuck the programmer extends the delivery of the supplier for 
the relevant components, a kind of delivery delay. The delay is restricted between 1 and 182 days. 
 
Product stuck  

- The delivery of product PristineShoulder to customer OmbrosBellas is stuck (sc 4).  
- The delivery of product CoolCEE to customer Bilnaft is stuck (sc 5). 
- The delivery of product CoolCondition to customer Chinpo is stuck (sc 8). 

To simulate the effect of product stuck the programmer extends the delivery to the customer, a kind 
of delivery delay. The delay is restricted between 1 and 182 days. 
 
Cash stuck  

- The payment from customer Peroxide Mobile stuck (sc 3).  
- The payment from customer Hairdov stuck (sc 7).  

To simulate the effect of product stuck the programmer extends the payment period of the 
customer, a kind of payment delay. The delay is restricted between 1 and 182 days. 
 
Penalty 

- Unlawful sale to customer Peggy Woo (sc 1 and 2).  
- Sale to sanctioned country to customer Pulse 500+ (sc 6).  

To simulate the penalties the programmer add extra costs based on the revenue of the customer.  
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For each category are there two functionalities implemented. The first one is an event based effect. 
The session designer can choose per round if there is an effect and how big the impact is. This event 
can be active in round 0 and later. The second functionality is an entity based property. The impact 
starts from the beginning, round -1, and the size of the impact is in every round the same.   
 
Besides of the impact of compliances is also the first step to the solution implemented. The first step 
is collecting information, so the player understands what is going wrong. The player gets for each 
rounds some credits, with these credits can the player buy information. The information are reports 
about some components, sanction list, newspaper, council regulation etc. The information will be 
visible in the next round.  
 
The compliance issues happen for specific component, product, countries and customers. The 
session has fixed entities. The issues are only related to these specific. The compliance issues will be 
a new extension that should work in almost every combination of decisions and gameplay elements. 
 

1.2 Learning goal 
The player needs to recognize the several compliance issues. And learn which information is relevant 
to solve the issue. 
 

1.3 Assumption 
- The decision for category management must be inactive. Else could the player create a work 

around without solving the problem and not reach the learning goal. 
- Optional: The company is a healthy company and the service level will be agreed. So the 

player can see that the penalties is not a response on the low service level.   
 

1.4 Impact 
The expected impact for component stuck is: 

- Longer delivery time (longer transfer of ownership term); lower or no stock for the 
component 

- Payment delay by TCC (= higher cash); the payment term is extended with the amount of 
days that the component stuck by the custom.  

- With a delay of component delivery, the stock in the inbound warehouse is lower, some 
products cannot be created, less production runs, lower stock level in the outbound 
warehouse and the delivery of the products to the customer will be lower.  

- Optional: higher loss and damage by LSP; The longer the delivery time, the bigger the change 
that something gets damaged.  

 
The expected impact for finished product stuck is: 

- higher floating stock; the delivery time is delayed with the days of custom delay.  
- payment delay by customer (= lower cash); the payment term is extending with the amount 

of days that the product stuck by the custom.  
- The term for transfer of ownership is longer.  
- Optional: higher loss and damage by LSP; The longer the delivery time is the bigger the 

change that something gets damaged.  
- Optional: higher penalties from the customers; the customers get later their products so the 

arranged service level will not be reached.  
 
The expected impact for cash stuck is: 

- payment delay by customer (= lower cash); the payment term is extending with 182 days. 
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The expected impact for penalty is: 
- The total revenue decrease caused by the penalties by the sanctioned customer or 

sanctioned finished product.    
 

1.5 Restrictions 
There are no restrictions so far.  
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2. Compliance category I: Component stuck 
 

2.1 Background information 
To understand the impact of the component stuck is some basic knowledge about INCO term and 
payment instrument necessary. The options for payment instrument and the moment that TCC will 
pay are described in the table below. The yellow blocks give the possible combinations. The red 
blocks are combinations that is not possible.  
 
Table the moment of payment  

INCO 
term/ 
Payment 
instrument 

Order 
moment 

EXW FOB/CIF DDP DDP + 
consignment  
stock 

Arrival at 
the 
customer 
warehouse 

CIA       

L/C       

Direct 
Debit* 

      

Cheque*       

EBT*       
*depend on the choosen INCO term 

 
All payment instruments are allowed by the custom delay functionality, but the impact can be 
difference. The INCO term has no specific influence, the supplier is responsible for the transfer of the 
products and the export papers. If the dispositional right (= beschikkingsmacht) is not correct, then 
there is no real transfer of ownership. And TCC won’t pay. Even by INCO term EXW is the real 
transfer of ownership not done.  
   
In the next table is shown how the custom delay has influence. The combination of consignment 
stock with CiA and L/C is not allowed. 
 
Table influence of the custom delay 

INCO term/ 
Payment 
instrument 

EXW FOB/CIF DDP DDP + 
consignment 
stock 

CIA Component 
delay 

Component 
delay 

Component 
delay 

X 

L/C Component and 
payment delay 

Component and 
payment delay 

Component and 
payment delay 

X 

Direct Debit Component and 
payment delay 

Component and 
payment delay 

Component and 
payment delay 

Component and 
payment delay 

Cheque Component and 
payment delay 

Component and 
payment delay 

Component and 
payment delay 

Component and 
payment delay 

EBT Component and 
payment delay 

Component and 
payment delay 

Component and 
payment delay 

Component and 
payment delay 

 

2.2 User interface 
The TCC employee needs to extract the signals from the existing reports. So there will no new 
information add. 
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Decisions (EB, DJ) 
No new decision. 
The decision for category management must be off. 
No interaction expected with other decisions. 
 
Infocenter (EB,DJ,MAS) 
No new information necessary. 
 
Information screen (EB, DJ, MAS) 
No new information necessary. 
 
Tooltip (EB,DJ,MAS) 
The effects of the compliance are visible in the existing information tools. 
 
Mail (DJ,MAS) 
In the first design is no mails wished. 
 
Alerts (EB) 
Not necessary 
 
Report (DJ) 
Not relevant 
 
New reports (DJ) 
Not relevant 
 
Existing reports (DJ) 
There are no new lines. 
(Technical approach: everything will be delivered only some orders with a long delay. Red is the 
impact that is programmed. Green is the impact you should expect when there is no delivery at all. 
Purple is the expected impact that not happened at the moment.) 
Several values will be influenced by the issues: 
 
Purchasing 

• Component 
o Delivery reliability: decreased 
o Average lead time: increase (it stuck in the transport) 
o Rejection: with no delivery is there also no rejection, so it could decrease 
o Landed purchase costs: decreased (part of the costs will not be payed) 
o Landed purchase price: unknown how it comes through the calculation 
o Transport costs last round: not relevant, it’s in the LSP report 
o Demand per week: no change 
o Amount purchased last round: no change 

• Supplier 
o Delivery reliability: decreased 
o Rejection: with no delivery is there also no rejection, so it could decrease 
o Deliveries last round: decreased 
o Order lines last round: no change 
o Purchase value last round: no change 
o Truck shipments: decreased 
o Pallet shipments: decreased 
o Stock reliability: no change 
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o Shipment responsibility: no change 
o Non-LSP transportation costs: no change 
o Loss and damage during shipment: no change (only relevant if the TCC is responsible 

for transport) 

• Supplier (financial) 
o Total purchase value: no change 
o Credit limit: no change 
o Average purchase value: no change 
o Order value: no change 
o Days payable outstanding: no change 
o Overdue payment: no change 
o Credit balance: increased (the unpaid invoiced) 
o Order postponement: no change  
o Payment currency: not relevant 
o Currency gains/losses: not relevant 

 
Supply chain 

• Component 
o Delivery reliability: decreased 
o Demand per week: no change 
o Stock: decreased (orders but less delivery) 
o Economic inventory: no change (the contracts with the suppliers are already 

finished) 
o Obsoletes: not relevant 
o Component availability: decreased 
o Bias: not relevant 
o Floating stock: no change (it’s the floating stock where TCC is responsible for the 

transport) 

• Bottling line 
o Run time per week (hours): can be more or less 
o Change over time per week (hours): can be more or less 
o Breakdown time per week (hours): can be more or less 
o Unused capacity per week (hours): increased a little 
o Run time: can be more or less 
o Changeover time: no change 
o Breakdown time: decreased 
o Unused capacity: can be more or less 
o Overtime: increase 
o Start up productivity loss: no change 
o Production plan adherence: decreased 
o Outsourced (hours): can be more or less 
o Outsourced: can be more or less 

• Mixers 
o Cleaning time: no change 
o Average lot size: no change 

• Warehousing 
o Capacity: no change 
o Usage: no change 
o Cube utilization: no change 
o Overflow: can increase and decrease depend on several factors 
o Orderlines per week: no change 
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o Pallets/Tanks per week: no change 
o Hours per week: no change 
o Flexible manpower (FTE): can increase and decrease depend on several factors 

• Product 
o Demand per week (units): no change 
o Demand per week: decreased (no change expected -> based on price) 
o Price: increased (basic price * contract index, servive level) 
o Gross margin per piece: decreased 
o Gross margin per week: decreased 
o Orderlines per week: no change 
o Obsoletes: no change  
o Obsoletes per week: no change 
o Stock (weeks): decreased 
o Stock: decreased 
o Economic inventory: no change 
o Bias: no change 
o Production batches last round: is possible that its decreased 
o Start up productivity loss: no change  
o Production plan adherence: decreased 
o Assignable contribution rate: decreased (the margin per hour) 
o Rejects: increased 
o Floating stock (value): no change 
o Floating stock (weeks): increased a little 

• LSP inbound -> correct no impact 
o Deliveries: no change 
o Delayed deliveries: increased  
o Average delay time (days): increased  
o Shipment reliability: decreased  
o Loss and damage during shipment: no change 
o Shipment costs: no change 
o Discount: no change 

• LSP outbound 
o Deliveries: no change 
o Delayed deliveries: no change  
o Average delay time (days): no change  
o Shipment reliability: no change 
o Loss and damage during shipment: no change 
o Shipment costs: no change 
o Discount: no change 

 
Sales 

• Product 
o Demand per week (units): no change 
o Demand per week: decreased 
o Sales price: decreased  
o Gross margin per week: decreased 
o Gross margin per piece: decreased 
o Service level: decreased 
o Additional sales because of promotions: no changes 

• Customer 
o Attained contract index: decreased 
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o Service level: decreased 
o Turnover per week: decreased 
o Gross margin per week: decreased 
o Shipments per week: no change 
o Orderlines per week: no change 
o Pallets per week: no change 
o Truck shipments: no change 
o Pallet shipments: no change 
o Shipment responsibility: no change 
o Non-LSP delivery costs: no change 
o Loss and damage during shipment: no change (TCC is not responsible for transport) 

• Customer (financial) 
o Credit limit: no change 
o Days Sales outstanding: no change 
o Overdue payments: no change 
o Credit balance: no change 
o Total demand: no change 
o Potential demand: no change 
o Sales and bonus and penalties: penalties increased 
o Credit loss: no change 
o Payment currency: not relevant 
o Currency gains/losses: not relevant 
o Order value: decreased 
o Sustainability penalties: not relevant 

 
Financial 

• Bank 
o Overdraft capacity (value): decreased 
o Average used overdraft (value): decreased 
o Used loan real estate: no change 
o Used loan machines: no change 
o Frequency of payment processing: no change 
o Supplier Financing program: no change 
o Blocked letter of credit: decreased  

• Income 
o Gross sales: no change 
o Sales bonus and penalties:  

• Financial position 
o Inventories: decreased 

 

2.3 Back office (EB) 
 
Gameplay elements (EB) 
Add the new gameplay element. 
The scenario must be on in the start round until the latest round of the session. The start round can 
be variety between zero and the latest round of the session (the latest round of the session will not 
really make sense). The component is fixed. The moment of time when the compliance start can be 
variable. So there must be an effect field. The size of the impact can be regulating by the moment 
that the compliance issue start (if we don't change anything by the tuning like the order sizes of the 
customers). From technical point of view is it a good idea to create a dropdown menu to choose the 
entity. 
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FreshConnection.Core.Domain.Gameplay.LeverancierBasedGameplayElement 

EnityType: 

FreshConnection.Core.Domain.Leverancier 

GameplayKey: 

customdelaysupplier 

 
EnityId: 
A dropdown box with one option (like the gameplay element risk were you can choose the 
component). Information about which customer (translationid) will follow later. 
 

2.4 Database 
 
New tables (EB) 
No new tables. 
 
Fields in existing tables (EB) 
A new gameplay elements need to added. The gameplay element will automatic be added to Matlab 
in the struct 

vwstructgameplayelement 

. 
 
Adjustment existing tables (DJ) 
Add column custom delay in the table ‘leverancier’. As default value zero.  
 

2.5 Matlab (DJ) 
 
Matlab input (DJ) 
No adjustment in input necessary. In 

 importeerdata.m 

is the data of the gameplay element automatically read. 
Add customdelay by the struct for supplier. 
 
Matlab code 
See version control software. 
 
Matlab Output (DJ) 
No new output. The gameplay element has effect on several values, but does not create new 
variables. 
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3. Compliance category II: Product stuck 
 

3.1 Background information 
All payment instruments are allowed by the custom delay functionality, but the impact can be 
difference. The INCO term has no specific influence, the supplier (= TCC) is responsible for the 
transfer of the products and the export papers. If the dispositional right (= beschikkingsmacht) is not 
correct, then there is no real transfer of ownership. And the customer won’t pay. Even by INCO term 
EXW is the real transfer of ownership not done.  
   
In the next table is shown how the custom delay has influence. The combination of consignment 
stock with CiA and L/C is not allowed. 
 
Table influence of the custom delay 

INCO term/ 
Payment 
instrument 

EXW FOB/CIF DDP DDP + 
consignment 
stock 

CIA Products delay Products delay Products delay X 

L/C Products and 
money delay 

Products and 
money delay 

Products and 
money delay 

X 

Direct Debit Products and 
money delay 

Products and 
money delay 

Products and 
money delay 

Products and 
money delay 

Cheque Products and 
money delay 

Products and 
money delay 

Products and 
money delay 

Products and 
money delay 

EBT Products and 
money delay 

Products and 
money delay 

Products and 
money delay 

Products and 
money delay 

 
The demand doesn't change so the chain from supplier until delivery will not change. The asset 
allocation for products is based on the warehouse and not on the floating stock, so this will not 
change. The service level of the customer will not change, because the service level calculation for 
the customer is (now) based on the moment that it leaves the outbound warehouse combined with 
the influence of the LSP reliability.  
 

3.2 User interface (EB) 
The TCC employee needs to extract the signals from the existing reports. So there will no new 
information add. 
 
Decisions (EB, DJ) 
No new decision. 
The decision for category management must be off. 
No interaction expected with other decisions. 
 
Infocenter (EB,DJ,MAS) 
No new information necessary. 
 
Information screen (EB, DJ, MAS) 
No new information necessary. 
 
Tooltip (EB,DJ,MAS) 
The effects of the compliance are visible in the existing information tools. 
 



15 
 

Mail (DJ,MAS) 
In the first design is no mails wished. 
 
Alerts (EB) 
Not necessary 
 
Report (DJ) 
Not relevant 
 
New reports (DJ) 
Not relevant 
 
Existing reports (DJ) 
There are no new lines. 
Several values will be influenced by the issues: 
 
Sales 

• Customer-Product 

• Product-Customer 

• Customer 

• Customer (financial) 
o Optional: Sales bonus and penalties, expecting higher penalty for the relevant 

customer 
o Frequency of overdue payments increase (the customer don't want to pay) 
o Overdue payments increase 
o Credit balance increase 
o Overdue balance will be higher 
o Credit loss will be higher 

• Product 
o No changes 

 
Finance 

• Income 
o Gross sales don’t change (Correct) 
o Optional: Sales bonus and penalties increase 
o Interest expenses; overdraft increase 
o Interest expenses; Emergency loan increased 
o Transaction costs decreased a little 
o Bank penalties increase 
o Corporate tax decrease (less income -> less tax) 

• Financial position 
o Cash decrease 
o Inventories product increase 
o Receivables increase  
o Short term loans can increase 
o Receipt in advance will be equal, the delay of delivering is also included in the 

payment term 

• Cash and funding 
o Cash position lower 
o Cash receipts lower 
o Cash paid out no changes 
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o Used overdraft increase 
o Overdraft capacity increase 

• Bank 
o Frequency of payment processing lower 
o Average used overdraft increase 
o Overdraft capacity increase 

 
Purchasing 

• No changes in the reports 
 
Supply Chain 

• Component 

• Mixing & Bottling 

• Product  
o Floating stock increase 

• LSP  
o Optional: loss and damage increase 

 

3.3 Back office (EB) 
 
Gameplay elements (EB) 
Add the new gameplay element. 
The scenario must be on in the start round until the latest round of the session. The start round can 
be variety between zero and the latest round of the session (the latest round of the session will not 
really make sense). The product, customer and countries are fixed. The moment of time when the 
compliance start can be variable. So there must be an effect field. The size of the impact can be 
regulating by the moment that the compliance issue start (assuming that we don't change anything 
by the tuning like the order sizes of the customers). From technical point of view is it a good idea to 
create a dropdown menu to choose the entity. 
 

FreshConnection.Core.Domain.Gameplay.KlantBasedGameplayElement 

EnityType: 

FreshConnection.Core.Domain.Klant 

GameplayKey: 

customdelaycustomer 

 
EnityId: 
A dropdown box with one option (like the gameplay element risk were you can choose the 
component). Information about which customer (translationid) will follow later. 
 

3.4 Database 
 
New tables (EB) 
No new tables. 
 
Fields in existing tables (EB) 
A new gameplay elements need to added. The gameplay element will automatic be added to Matlab 
in the struct 
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vwstructgameplayelement 

. 
 
Adjustment existing tables (DJ) 
Add column custom delay in the table ‘klant’. As default value zero.  
 

3.5 Matlab (DJ) 
 
Matlab input (DJ) 
No adjustment in input necessary. In 

 importeerdata.m 

is the data of the gameplay element automatically read. 
 
Matlab code 
See version control software. 
 
Matlab Output (DJ) 
No new output. The gameplay element has effect on several values, but does not create new 
variables. 
 

3.6 Notes (DJ) 
 
Notes: 
• DJ makes the assumptions that there is no new output for UI necessary for this development.  
• Test script need to create before development start. 
 
EXTERNAL COMMUNICATION (DJ) 
• Marketing needs to know what the development plan is and when the expected release is 
(especially Jochum wants this). 
• The other analyst, Anne, needs to know the basic stuff about the new development. 
• Brickwork needs to know when they need to test it and what the reserved hours are. 
• The back office needs to know when TCCv3 is ready for use and what can be used. (TCCv3 
related and not special to this development) 
• The relevant technical persons of the 'the talent connection' needs to know when the 
connection with TCCv3 can started and must be finished. (TCCv3 related and not special to this 
development) 
 

3.7 Test (DJ,EB,MAS,PS) 
 
Testscript DJ (DJ) 
• Work process during the ML development: 
• Describe the goal of the next development block 
• Write comments by the added code 
• Test the result in ML with a testteam 
• Work process at the end of the ML development: 
• Run the simulation in ML with a testteam with gameplay elements and a testteam without 
the gameplay elements 
• Analyse the differences, are the expected and/or correct? 
• Work process after the db changes: 
• Do a calculation with a testteam from the backoffice 
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• Work process after all developments: 
• Create two sessions, a session with the gameplay elements and one without the gameplay 
elements and compare the reports of the teams (in this design are the expected differences 
described) 
• Open all decisions that are allowed and calculate 
• Test interaction between decisions 
 
Test EB (EB) 
 
Test MAS (MAS) 
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4. Compliance category III: Cash stuck 
 

4.1 Background information 
 
For the payment behaviour are the INCOterm (fixedpaymentdelay) and the payment instrument term 
(paymentdelay) used. The payment term is a combination of the INCOterm and the term of the 
payment instrument. The term of the payment instrument is normally distributed (RealIncomeDelay).  
 
Figure 1 current situation 

 
 
After the INCOterm the credit position of the customer decreased (creditpositiondelay). The 
customer paid the order after the payment term, then the credit position increased 
(income_done_klant).  
 
Figure 2 credit position of the customer 

 
 
When the payment term change, then is it possible that the potential demand, overdue payments, 
prepayments and currency change moment also change.   
 
For the product stuck issue is the INCOterm increased, because it’s related to the transfer of 
ownership moment. Cash stuck has no influence on the moment of transfer of ownership. Only on 
the moment of payment, so it affects only the payment instrument term. 
 
Figure 3 proposal 

 
 

4.2 User interface (EB) 
The TCC employee needs to extract the signals from the existing reports. So there will no new 
information add. 
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Decisions (EB, DJ) 
No new decision. 
The decision for category management must be off. 
No interaction expected with other decisions. 
 
Infocenter (EB,DJ,MAS) 
No new information necessary. 
 
Information screen (EB, DJ, MAS) 
No new information necessary. 
 
Tooltip (EB,DJ,MAS) 
The effects of the compliance are visible in the existing information tools. 
 
Mail (DJ,MAS) 
In the first design is no mails wished. 
 
Alerts (EB) 
Not necessary 
 
Report (DJ) 
Not relevant 
 
New reports (DJ) 
Not relevant 
 
Existing reports (DJ) 
There are no new lines. 
Several values will be influenced by the issues: 
 
Sales 

• Customer-Product 

• Product-Customer 

• Customer 

• Customer (financial) 
o Frequency of overdue payments increase (the customer don't want to pay) 
o Overdue payments increase 
o Credit balance increase 
o Overdue balance will be higher 
o Credit loss will be higher 

• Product 
 
Finance 

• Income 
o Gross sales don’t change (Correct) 
o Interest expenses; Emergency loan increased 
o Transaction costs decreased a little 
o Bank penalties increase 
o Corporate tax decrease (less income -> less tax) 

• Financial position 
o Cash decrease 
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o Receivables increase  
o Short term loans can increase 
o Receipt in advance will be lower 

• Cash and funding 
o Cash position lower 
o Cash receipts lower 
o Cash paid out no changes 

• Bank 
o Frequency of payment processing lower 

 
Purchasing 

• No changes in the reports 
 
Supply Chain 

• No changes in the reports  
 

4.3 Back office (EB) 
 
Gameplay elements (EB) 
Add the new gameplay element. 
The scenario must be on in the start round until the latest round of the session. The start round can 
be variety between zero and the latest round of the session (the latest round of the session will not 
really make sense). The product, customer and countries are fixed. The moment of time when the 
compliance start can be variable. So there must be an effect field. The size of the impact can be 
regulating by the moment that the compliance issue start (assuming that we don't change anything 
by the tuning like the order sizes of the customers). From technical point of view is it a good idea to 
create a dropdown menu to choose the entity. 
 

FreshConnection.Core.Domain.Gameplay.KlantBasedGameplayElement 

EnityType: 

FreshConnection.Core.Domain.Klant 

GameplayKey: 

cashstuckcustomer 

 
EnityId: 
A dropdown box with one option (like the gameplay element risk were you can choose the 
component). Information about which customer (translationid) will follow later. 
 

4.4 Database 
 
New tables (EB) 
No new tables. 
 
Fields in existing tables (EB) 
A new gameplay elements need to added. The gameplay element will automatic be added to Matlab 
in the struct 

vwstructgameplayelement 

. 
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Adjustment existing tables (DJ) 
Add column cash stuck in the table ‘klant’. As default value zero.  
 

4.5 Matlab (DJ) 
 
Matlab input (DJ) 
No adjustment in input necessary. In 

 importeerdata.m 

is the data of the gameplay element automatically read. 
 
Matlab code 
See version control software. 
 
Matlab Output (DJ) 
No new output. The gameplay element has effect on several values, but does not create new 
variables. 
 

4.6 Notes (DJ) 
 
Notes: 
• DJ makes the assumptions that there is no new output for UI necessary for this development.  
• Test script need to create before development start. 
 
EXTERNAL COMMUNICATION (DJ) 
• Marketing needs to know what the development plan is and when the expected release is 
(especially Jochum wants this). 
• The back office needs to know when TCCv3 is ready for use and what can be used. (TCCv3 
related and not special to this development) 
• The relevant technical persons of the 'the talent connection' needs to know when the 
connection with TCCv3 can started and must be finished. (TCCv3 related and not special to this 
development) 
 

4.7 Test (DJ,EB,MAS,PS) 
 
Testscript DJ (DJ) 
• Work process during the ML development: 
• Describe the goal of the next development block 
• Write comments by the added code 
• Test the result in ML with a testteam 
• Work process at the end of the ML development: 
• Run the simulation in ML with a testteam with gameplay elements and a testteam without 
the gameplay elements 
• Analyse the differences, are the expected and/or correct? 
• Work process after the db changes: 
• Do a calculation with a testteam from the backoffice 
• Work process after all developments: 
• Create two sessions, a session with the gameplay elements and one without the gameplay 
elements and compare the reports of the teams (in this design are the expected differences 
described) 
• Open all decisions that are allowed and calculate 
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• Test interaction between decisions 
 
Test EB (EB) 
 
Test MAS (MAS) 
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5. Compliance category IV: Penalty 
 

5.1 User interface (EB) 
In the income report, will a new row added named “compliance penalties”. 
 
Decisions (EB, DJ) 
No new decision. 
The decision for category management must be off. 
No interaction expected with other decisions. 
 
Infocenter (EB,DJ,MAS) 
No new information necessary. 
 
Information screen (EB, DJ, MAS) 
No new information necessary. 
 
Tooltip (EB,DJ,MAS) 
In the income report in the row compliance penalties.  
 
Mail (DJ,MAS) 
In the first design is no mails wished. 
 
Alerts (EB) 
Not necessary 
 
Report (DJ) 
In the income report, will a new row added named “compliance penalties”. 
 
New reports (DJ) 
Not relevant 
 
Existing reports (DJ) 
In the income report, will a new row added named “compliance penalties”. 
 
Finance 

• Income 
o Below the rows “Sales bonus and penalties” and “Sustainability penalties” will the 

row “compliance penalties” added. The revenue decreased.  
 
The penalties will not be visible in other reports. Several values will be influenced by the issues: 
 
Finance 

• Income 
o Emergency loan increase  
o Bank penalties increase 
o Corporate tax decrease  

• Financial Position 
o Cash & cash equivalents increase 
o Short term loans: increase 
o Share capital: decrease 
o Retained earnings: decrease 
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• Cash & Funding: 
o Cash position increase 
o Cash receipts increase 
o Cash paid out increase 
o Used overdraft increase 

• Bank 
o Average used overdraft increase 

 
The compliance penalties have no influence on the results of the other roles.  
 

5.2 Back office (EB) 
 
Gameplay elements (EB) 
Add the new gameplay element. 
The scenario must be on in the start round until the latest round of the session. The start round can 
be variety between zero and the latest round of the session (the latest round of the session will not 
really make sense). The product, customer and countries are fixed. The moment of time when the 
compliance start can be variable. So there must be an effect field. The size of the impact can be 
regulating by the moment that the compliance issue start (assuming that we don't change anything 
by the tuning like the order sizes of the customers). From technical point of view is it a good idea to 
create a dropdown menu to choose the entity. 
 

FreshConnection.Core.Domain.Gameplay.KlantBasedGameplayElement 

EnityType: 

FreshConnection.Core.Domain.Klant 

GameplayKey: 

compliancepenaltycustomer 

 
EnityId: 
A dropdown box with one option (like the gameplay element risk where you can choose the 
component).  
 
Effectname: 
compliancepenaltyfixed 
compliancepenaltyfraction 
 
Effect: 
compliancepenaltyfixed (positive integer) 
0 ≤ compliancepenaltyfraction ≤ 1 (decimal, [1,4]) 
 
 

5.3 Database 
 
New tables (EB) 
No new tables. 
 
Fields in existing tables (EB) 
A new gameplay elements need to added. The gameplay element will automatic be added to Matlab 
in the struct 
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vwstructgameplayelement 

. 
 
Adjustment existing tables, views, stored procedures (DJ) 
 

Table/vw/sp Add field Specifications Default value 

Klant CompliancePenaltyFixed Decimal (18,0) NOT NULL 0 

Klant CompliancePenaltyFraction Decimal (18,4) NOT NULL 0 

Gereedproduct CompliancePenaltyFixed Decimal (18,0) NOT NULL 0 

Gereedproduct CompliancePenaltyFraction Decimal (18,4) NOT NULL 0 

vwstructklant Add ‘klant’ related fields    

vwstructgp Add ‘gereedproduct’ related fields   

klantoutput PremiesPenaltiesCompliance Decimal (18,4) NOT NULL Comes from 
Matlab 

ReportFinanceOutput CompiancePenaltyTotal (automatic 
added from Matlab) 

Decimal (18,4) NOT NULL Comes from 
Matlab 

 

5.4 Matlab (DJ) 
 
Matlab input (DJ) 
Add the fields compliancepenaltyfixed and compliancepenaltyfraction for customer and finished 
product in the relevant tables in the importeerdata.m part.  
 
Matlab code 
Change in the gameplayelementeneffectenvoorsimulatie.m, prepare_simfinance.m, 
prepareer_finance.m, simcurve_gereedproduct.m and prepare_output.m.  
 
Matlab Output (DJ) 
New output in the structuur_ReportFinanceOutput.m and in exporteerdata.m for the income report. 
 

5.5 Notes (DJ) 
 
Note: 
• Test script need to create before development start. 
 
EXTERNAL COMMUNICATION (DJ) 
• Marketing needs to know what the development plan is and when the expected release is 
(especially Jochum wants this). 
• The back office needs to know when TCCv3 is ready for use and what can be used. (TCCv3 
related and not special to this development) 
• The relevant technical persons of the 'the talent connection' needs to know when the 
connection with TCCv3 can started and must be finished. (TCCv3 related and not special to this 
development) 
 

5.6 Test (DJ,EB,MAS) 
 
Testscript DJ (DJ) 
• Work process during the ML development: 
• Describe the goal of the next development block 
• Write comments by the added code 
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• Test the result in ML with a testteam 
• Work process at the end of the ML development: 
• Run the simulation in ML with a testteam with gameplay elements and a testteam without 
the gameplay elements 
• Analyse the differences, are the expected and/or correct? 
• Work process after the db changes: 
• Do a calculation with a testteam from the backoffice 
• Work process after all developments: 
• Create two sessions, a session with the gameplay elements and one without the gameplay 
elements and compare the reports of the teams (in this design are the expected differences 
described) 
• Open all decisions that are allowed and calculate 
• Test interaction between decisions 
 
Test EB (EB) 
 
Test MAS (MAS) 
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6. Scenarios 
 
There are 9 scenarios described by Philip Sidney.   
 

Scenario 1: PEG wrong delivery  
TCC ordered 500 metric tons of PEG (Polyethylene glycol, CAS registration number 25322-68) with 
Sentinel Chemicals Ltd. in the UK. Terms & conditions as usual. TCC and Sentinel are doing business 
for decades already. This time however, TCC received TPEG instead of PEG. TPEG 
(Polytetrahydrofuran polyethylene glycol) is a block co-polymer of poly 1,4-Butanediol and PEG. And 
it is export controlled under the so-called dual-use export controls, stemming from the Missile 
Technology Control Regime.   

  
Apparently, this particular shipment has escaped both UK HM Revenue & Customs’ and UK Export 
Control Office’s attention. Now you have to deal with it. You decide to ship it back to Sentinel 
Chemicals and you call them up to inform them and request immediate delivery of the 500 metric 
tons of proper PEG.  

  
Sentinel Chemicals informs you that they are very sorry to have upset your operations and request 
return shipment and emphasize the necessity of an export license application with your national 
export control office. They also stress that your export control office may want to discuss this 
shipment and the lack of a previous UK export license with the UK Export Control Office and/or that 
Sentinel Chemical may feel pressed to do so. Outcome might be that no further shipments of PEG 
can take place until this matter is solved…..  

  
What do you do?   

  

Scenario 2: PEG + 1,4 Butanediol   
Your wholesale department receives an inquiry for delivery of 200 tons of PEG. This is not an unusual 
transaction for TCC and the customer. TCC always has enough supply and the wholesale customer 
can’t wait for shipping from the UK to take place.   

  
This time, the wholesale customer asks you if you can perhaps also ship 20 tons of 1,4 butanediol, a 
solvent frequently used in the industry (CAS registration number 110-63-4). As you are not certain 
that TCC would have a supply of 1,4 butanediol, you ask the warehouse manager. He looks at you a 
bit scornfully, cackles and sends you off. Agitated, you ask him what and why… He tells you that a) 
1,4 butanediol is a class C controlled substance in the UK and in many other jurisdictions it is 
considered either a precursor for drugs or a drug itself. 1,4 butanediol, so he tells you, is also used as 
a recreational drug known by some users as "One Comma Four", "Liquid Fantasy", "One Four Bee" or 
"One Four B-D-O". It exerts effects similar to γ-hydroxybutyrate (GHB), which is a metabolic product 
of 1,4-Butanediol. Misuse has also resulted in addiction and death, when mixed with other drugs…… 
Also, almost half of it is dehydrated to tetrahydrofuran to make fibers such as Spandex.   

  
But, even more important: 1,4 butanediol is one of the constituents of TPEG! (polytetrahyrofuran 
polyethylene glycol: a block co-polymer of (poly) 1,4 butanediol and polyethylene glycol (PEG).  

  
What do you do?  

  

Scenario 3: Hydrogen Peroxide – high quantity of products  
A wholesale customer of TCC want to procure a small quantity of hydrogen peroxide (CAS 
registration number 7722-84-1). No problem, TCC does have very large supplies of H2O2 and you are 
happy to oblige. After a month or so, the customer comes back to you and ask for another delivery, 

https://en.wikipedia.org/wiki/Recreational_drug
https://en.wikipedia.org/wiki/Gamma-hydroxybutyrate
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now 50 tons please. And, could it preferably be a high concentrate, higher than last delivery. Would 
you perhaps have something like 80 -90%? Well, yes. You will order it and ship it to them. They are 
quite satisfied with your handling and they order another 100 tons. You feel a bit awkward about 
them ordering so large quantities that just don’t fit their business profile. You Google Hydrogen 
Peroxide and you find the following:   

  
What do you do?  

  

Scenario 4: Anti-dandruff shampoo – registration  
TCC sells tons and tons of shampoo on an annual basis. 20% of the sales concern The Cool 
Connection Pristine Shoulders anti-dandruff shampoo. This shampoo contains zinc pyrithione (CAS 
registration number 13463-41-7) as the active agent. One of your largest buyers is in Brazil. Now, 
Brazil has recently changed its laws and regulations on registration on (potentially) hazardous and/or 
medicinal products. The Brazilian Food & Drug Administration “Anvisa” has recently promulgated its 
regulations on treatment against dandruff, seborrheic dermatitis and other medical applications 
including treatments of psoriasis, eczema, ringworm, fungus, athlete’s foot, dry skin, atopic 
dermatitis, tinea, and vitiligo.  
 
The case is that Anvisa changes the registration criterion from category X to category Y, and also 
stipulates that, until you meet the new criterion and registration requirements, you will not sell, 
procure to sell, or deliver any Pristine Shoulders in or to customers in Brazil and neither will you sell, 
procure to sell and/or deliver any zinc pyritione to customers in Brazil.   

  
You still have 160 pallets of Ombros Belas shampoo for the Brazilian market, meeting former 
registration requirements. All the flasks or “frascos de xampu” are labeled in the Portuguese 
language……   

  
What do you do?    

    
 

Scenario 5: Indirectly making available economic resources to a sanctioned person, 
who is an ultimate beneficial owner of a Belarusian trading company 

 
Context 
Juri Aliksandr Vimanov is sanctioned by the EU in 2006 due to his active involvement in the 
repression of civil society in Belarus. As a former Deputy Head of the KGB, in charge of the staff and 
the organisation of their tasks, he was responsible for the repressive activity of the KGB against civil 
society and democratic opposition. 
 
Vimanov’s is owner of several Belarusian companies through his holding company. Vimanov 
indireclty owns  95% of the shares of Bilnaft Trading LLC, a Minsk company that is one of the main 
importers of personal care products and perfumes in Eastern Europe, that are sold-on in the 
Belarusian, Russian and Ukrainian retail market.  
 
Issue: 

1. Making economic resources available directly or indirectly to sanctioned / listed persons is 
not allowed according to EU sanctions on Belarus;  

2. the making available of funds or economic resources to non-listed legal persons or entities 
which are owned or controlled by a listed person or entity will in principle be considered as 
making them indirectly available to the latter 
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3. Ownership: the criterion to be taken into account when assessing whether a legal person or 
entity is owned by another person or entity is the possession of more than 50% of the 
proprietary rights of an entity or having majority interest in it. If this criterion is satisfied, it is 
considered that the legal person or entity is owned by another person or entity. 

4. Economic resources means assets of every kind, whether tangible or intangible, movable or 
immovable, which are not funds but can be used to obtain funds, goods or services. 

5. TCC has violated EU sanctions on Belarus and cannot further deliver its products to Bilnaft 
Trading LLC anymore.   

 
Phase 1: 
Służba Celna, the Polish customs law enforcement agency, seized 3 truckloads TCC products, market 
value around €3,2 mln, at the Polish – Belarus border. This shipment was meant for Bilnaft Trading 
LLC logistics center in Minsk. According to the Polish authorities necessary authorizations were 
missing in the export documentation handed over by the truck drivers. TCC’s logistics service 
provider informed TCC that the shipment will not be released before investigations by the Polish 
authorities have been finalized.  
 
TCC’s management asks for immediate action from you and persists in delivering TCC products to 
Bilnaft via Czech Republic, Slovakia and Ukraine. Suspension of all sales activities and existing 
contracts with Eastern Europe will be costly. Legal claims may amount to tens of millions of Euro. 
Cancellation of sales activities means the cancellation of all further marketing efforts in the Russian 
and Ukrainian market, which investments have accrued to over €10 million.  
 
Phase 2: 
The alternative shipment of TCC products to Bilnaft via Czech Republic, Slovakia and Ukraine is also 
seized by the Slovakian customs authorities at the Slovakian – Ukrainian border. TCC’s logistic service 
provider informed TCC that also this shipment will not be released in the short term. In the 
meantime, the logistic service provider has stated that the Polish and Slovakian authorities have 
informed the Dutch law enforcement, who are preparing investigations of TCC’s sales activities to the 
Eastern Europe market. 
 
Dutch law enforcement requests for further information and explanation of TCC’s sales to Bilnaft 
Trading LLC, as of the start of TCC’s engagement with Bilnaft Trading LLC in 2009. TCC’s management 
and sales department has become aware that Bilnaft Trading LLC is indirectly owned by Juri Aliksandr 
Vimanov.  
 
Vimanov is sanctioned by the EU in 2006 due to his active involvement in the repression of civil 
society in Belarus. As a former Deputy Head of the KGB, in charge of the staff and the organisation of 
their tasks, he was responsible for the repressive activity of the KGB against civil society and 
democratic opposition. He is also one of the main financial sponsors of the Lukashenka regime which 
moneys originate from Vimanov’s business and investment activities.Vimanov’s is owner of several 
Belarusian companies through his holding company. Vimanov indireclty owns  95% of the shares of 
Bilnaft Trading LLC. 
 
TCC’s management first response to the Dutch law enforcement was that Bilnaft Trading LLC is a 
company of good name and fame and is serviced by several European suppliers of luxury shampoos 
and personal care products. The management also argued that Bilnaft Trading LLC is not listed on the 
EU sanctions list. The Dutch authorities state that delivering goods to Bilnaft implies making 
economic resources available indirectly to a sanctioned person which is forbidden under the 
applicable EU and Dutch sanction regulations.  .   
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TCC has agreed with Dutch authorities to conduct look-back investigations which also implies that 
immediate remediating actions have to be taken and responses to the law enforcers have to be 
prepared. (i.e. remediating actions may be: 1) suspension of all sales activities and existing contracts 
with Eastern Europe in order to save compliance costs and avoid risks: this alternative will result in a 
loss for TCC of tens of millions of Euro; 2) set up an internal compliance program and engage with an 
alternative trading company in the region in a compliant way in order to further sell TCC products in 
that local market and consolidate its market position, sales and financial results)  
 
It has become clear that the situation with the seized truck loads sitting at the Polish – Belarus 
border and Slovakian – Ukrainian border will last longer than the preservation time of TCC’s 
products. TCC has to write-off the shipments resulting in an immediate loss of  €7 million 
 
Phase 3: 
An alternative Russian trading company “Hairdov”  has been proposed to you by the sales 
department that they seem fit, based on some occasional exports as of 2010. In fact they have seen 
other local wholesale companies that might be beneficial to TCC to further open up the East 
European market and gain market share.  
 
The management asks you to design and implement compliance measures that TCC, and in particular 
the sales department, has to take into account in order to assure sustainable presence and further 
penetration of the East European shampoo market.  
 
 

Scenario 6: Sell to distributor/ agent which sells on TCC products to sanctioned 
countries 

 
Context:  
TCC has launched a range under its +++shampoo for Middle Eastern women in 2012 who cover their 
hair under a veil, making their hair prone to friction, which, in turn, increases the frequency of 
damage. Similarly,  TCC entered in the African colour cosmetics market in 2014 with ===shampoo, 
which is known to have deeper penetration among ethnic women due to the brand’s wide range of 
pigmentation, which blends well with ethnic skin tone. Oils used as the carrier in +++shampoo and 
pigmentation used  in ===shampoo are purchased centrally by TCC from a US supplier in Florida.     
 
For the sale and distribution of +++ shampoo and ===shampoo in the Middle East and North African 
region, TCC sells its products to Puls500+ trading company. Puls 500+ head office is domiciled in Abu 
Dhabi in the UAE and has branches and representative offices in Kuwait, Egypt, Libya, Morocco, 
Lebanon, Yemen, Syria, Iraq and Iran. Puls500+ sells on TCC products to local distributors in these 
countries.  
 
Issue: 

1. Applicability and extraterritorial effect of US sanctions: 
a. the reexportation from a third country, directly or indirectly, by a person other than 

a United States person, of any goods, technology, or services that have been 
exported from the United States is prohibited, if undertaken with knowledge or 
reason to know that the reexportation is intended specifically for Iran or the 
Government of Iran; 

b. The exportation or reexportation of items to Syria from the United States or by a U.S. 
person, wherever located, to the Government of Syria or any other person whose 
property and interests in property are blocked pursuant to §542.201(a), and all 
transactions ordinarily incident thereto, are authorized, provided that the 



32 
 

exportation or reexportation of such items to Syria is licensed or otherwise 
authorized by the Department of Commerce. 

c. Reexport restrictions to persons / entities designated as terrorists 
2. EU sanctions: 

a. Making economic resources available directly or indirectly to sanctioned / listed 
persons is not allowed according to EU sanctions on Egypt, Iran, Iraq, Syria, Lebanon, 
Yemen 

b. Economic resources means assets of every kind, whether tangible or intangible, 
movable or immovable, which are not funds but can be used to obtain funds, goods 
or services. 

c. Prohibition to export luxury goods to Syria, i.e. perfumes and toilet waters exceeding 
a sales price of EUR 70 per 50 ml and cosmetics, including beauty and make-up 
products exceeding a sales price of EUR 70 each (http://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:02012R0036-
20151014&qid=1451990007846&from=NL ; ANNEX X sub 6 to Council regulation 
36/2012 consolidated version) 
 

 
Phase 1 
TCC’s bank inquires with TCC in which extent TCC’s activities in MENA involve countries subject to US 
and EU sanctions. Based on an incoming EUR payment from Puls500+, which payment message 
referred to a shipment to Puls500+ Iran office in the explanatory field, TCC’s bank suspects that 
incoming payments on TCC’s EUR and USD account originating from Puls500+ in Abu Dhabi, in fact  
originate from sanctioned countries. TCC’s bank is in particular concerned about the involvement of 
US and EU sanctioned parties in the TCC sales activities in MENA and in the financial settlement of 
these transactions. TCC has agreed with the bank, regarding the provisioning  of financing and 
financial services to TCC, not to involve the bank in activities involving EU and US sanctioned 
countries, persons and entities. 
The bank requires this information within the coming week, otherwise it will consider to suspend all 
account and payment services, not to renew working capital facilities that are about to mature, to 
end existing credit facilities and to unwind outstanding FX contracts and interest rate swaps.     
     
The sales statistics of the last two years, which report transaction volumes and value, differentiated 
per client, per country, do not explicitly reveal that deliveries to Puls500+ involved deliveries to Puls 
500+ in Iran, Syria, Egypt, Libya and Yemen. According to the Sales Director MENA it is however very 
likely that deliveries to Puls500+ ended up in these countries. He also finds that TCC’s responsibility 
should end somewhere and that it is practically impossible to track all sales transactions and 
deliveries to Plus500+ Abu Dhabi to their final end-destinations.   
 
.  
Alternative 1: TCC decides to end the bank relation and to open new accounts and credit lines with 
another bank 
Alternative 2: continue existing bank relationship  (and further investigates transactions in the past 
and investigate possible violations of US and EU regulations), take compliance measures and make 
arrangements with Pulse 500+ in order to assure legitimate transactions; 
Alternative 3: continue existing bank relationship and do nothing (i.e. provide general information 
but still no transparency)  
 
 
Phase 2:  
Alternative 1: TCC opened new accounts, continued credit lines and treasury facilities with another 
bank. TCC motivated the changing the banking relationship by stating that the new bank has more 

http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02012R0036-20151014&qid=1451990007846&from=NL
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02012R0036-20151014&qid=1451990007846&from=NL
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02012R0036-20151014&qid=1451990007846&from=NL
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attractive service levels and rates for their financing and financial services. TCC continues to sell 
products to Pulse 500+ on an ongoing base without taking any further action; 
 
Alternative 2: TCC informs their bank that it will cooperate and provide insight into the end-
destinations and end-users of their products in the MENA region in order to evidence legitimacy of 
the transactions. TCC needs more time to conduct further investigation and engage with Pulse 500+  
in order to get the  necessary information.  Puls500+ is open to provide the information after TCC has 
reached an understanding with them not to approach the MENA market directly themselves. This 
arrangement solved Puls500+’s concern that it would be carved out by TCC form the supply chain 
and that it would lose business and position in the MENA region to TCC. Puls500+ has the same 
interest as TCC in complying with US and EU sanctions and embargos in order to build a sustainable 
supply chain and willing to cooperate. 
 
Alternative 3: TCC informs their bank that TCC’s responsibility is limited to the sales activities of TCC 
products with Pulse 500+  and that it cannot take responsibility for Pulse 500+ onward sales 
activities. In addition to that, TCC emphasizes that it is practically impossible for TCC to check the end 
destinations and end-users for all shipments to Pulse 500+. TCC states that it will not provide any 
further information and will take legal action in case the bank will suspend their financing and 
financial services.   
 
    
  
Phase 3: 
 
Alternative 1: The new bank has followed up TCC’s motivation for changing banking relationship and 
has made further inquiries with TCC’s previous bank. TCC’s previous bank informed the new bank 
that it has ended the relationship with TCC, based on TCC’s reluctance to provide further information 
on the legitimacy of their MENA activities having regard to applicable sanction regulations. The new 
bank requires full insight into TCC’s MENA activities and has immediately suspended account and 
payment services as well as working capital facilities and treasury positions directly related to TCC’s 
MENA activities, practically stopping TCC’s activities in the MENA region. 
 
Alternative 2: TCC further investigated the matter. Puls500+ provided an overview of its sales 
activities involving TCC products for the past years in the MENA region. The sales overview showed 
no sales to US nor EU sanctioned countries, except for one sale by its Iranian representative of a 
package of 40 sample bottles ===shampoo, each containing 20ml, for €15 a bottle to an Iranian 
privately held sales agent. Further explanation by Plus500+ of its Iranian sales activities reveals that 
Plus500+ has sized down its Iranian branch as of 2009 to one sales representative whose main task is 
to maintain relationships with local business, with an eye to possible release of Iranian sanctions in 
the near future.  
Since 2009 sales activities of Puls500+ with Iran are nihil. Puls500+ has stated not to conduct any 
sales activities to Syria and / or Iraq at the moment. TCC screened and conducted further 
investigations into the names of the persons and entities involved in the Puls500+ sales activities in 
Lebanon, Yemen, Egypt, Libya and Morocco and found no indications for the involvement of US or EU 
sanctioned persons or entities. TCC and Puls500+ have reached an understanding that Puls500+ will 
not involve TCC and its products in any sales activity involving Iran, Syria or Iraq without notifying TCC 
and enable TCC to analyze possible impact of US and EU sanctions. In addition to that, Puls500+ will 
inform TCC of changes in its customer base that buy TCC products, in order to enable TCC to 
determine possible prohibitions and /or restrictions related to US and EU export controls and 
sanctions.  
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This sales transaction by Plus500+ involving Iran explains the incoming payment into the bank 
account of TCC referencing Iran.   
Further investigation by TCC of the impact of US and EU export controls and sanctions resulted in the 
following findings.  
According to the US export control regulations, the US items incorporated in the +++ and 
===Shampoo are not listed on the US dual list. When incorporated in foreign made products, US 
export controls and US sanctions require a license for the re-export of these US origin item in case an 
embargoed destination (e.g. Iran, Syria) is involved and the US origin item is valued more than 10% of 
the total value of the foreign-made commodity. Also US export controls and US sanctions prohibit or 
restrict the (re-)export of US origin items to targeted persons and entities. 
TCC determined that although the US origin ingredients are significant for the functioning of the 
Shampoo, their value is less than 2% each of the total value of TCC’s products, including the sample 
bottles. Also, Puls500+’s transaction with Iran did not involve a US sanctioned or any other person or 
entity targeted by a US government agency. TCC concludes that no violation of US export controls 
and sanctions occurred or are likely to occur.  
Regarding the EU sanctions on Iran, TCC found no restrictions regarding the export to Iran and no EU 
sanctioned persons or entities involved in export or in the related payment thereof.       
 
Alternative 3: TCC’s bank has informed TCC that it will cease its provisioning of finance and financial 
services with immediate effect and that it will unwind existing credit lines and treasury positions.   
 
      .  
 
 

Scenario 7: Payment to TCC is blocked due to involvement of a sanctioned bank in the 
financial settlement of an export by TCC to a country subject to sanctions  

 
Context: 
TCC occasionally exports products to the Russian Federation to Hairdov. Hairdov’s bank, AKB MBank, 
rolled over a bank guarantee in January 2014, on request of the Hairdov, for the amount of USD1,9 
million to the benefit of TCC for securing future payments by the Hairdov for TCC exports. TCC and 
Hairdov agreed in the past to settle TCC export transactions in USD. 
This week, AKB MBank is sanctioned by the US authorities due to its indirect involvement in the 
support of Russian annexation of Crimea. The United Nations Security Council and the EU’s member 
states, based on the Common Foreign and Security Policy, have not issued any restrictions or 
prohibitions regarding AKB MBank or persons related to that bank.  
 
Issues: 

1. Payment transactions involving US nexus are subject to US jurisdiction with respect to US 
sanction regulations. US nexus implies (i) USD payments (which settlement will involve US 
persons “down the line”), (ii) involvement of US persons, (iii) involvement of US origin 
items, (iv) involvement of US terrority. Non-US financial institutions executing USD will 
cause (in the end) an US person to violate US sanctions and therefore may risk law 
enforcement by US authorities. Non-US financial institutions will, therefore, not facilitate 
the execution of incoming USD payments involving a person / entity sanctioned by US 
authorities. The non-US financial institution will most probably reject the incoming 
payment order and, in case it already received the funds, suspend the funds (i.e. no 
forwarding of the funds nor returning the funds to the sanction person / entity); 

2. Payment transactions that do not involve US nexus will not be subject to US jurisdiction. In 
case EU / local sanction regulations do not prohibit or restrict payment transaction, 
financial institutions will execute the payment.       
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Phase 1: AKB MBank is sanctioned by US authorities this week. 
 
Alternative 1: TCC does not take any action because no US person is involved in the transaction. 
 
Alternative 2: TCC engages with Hairdov to reconsider the agreement on the settlement of the 

export transactions in USD (and agree to settle in EUR or other currency) and / or agree 
to involve another, non-sanctioned US / EU bank.  

 
Phase 2:  
Alternative 1: Hairdov’s attempt to pay TCC via AKB MBank in USD results in the rejection of the 

payment and suspension of the funds by AKB MBank’s correspondents. Because the 
payment guarantee is denominated in USD, payment under the guarantee (due to non-
performance of the regular payment) is also rejected and suspended as well by AKB 
MBank’s correspondent banks. The result will be that TCC will not receive the money 
and Hairdov argues that it has fulfilled its payment obligations. TCC takes a loss for the 
amount of the transaction 

 
Alternative 2: Due to the restructuring of the settlement of the payment of TCC export transactions, 

both Hairdov and TCC do not face any restrictions due to US sanctions.  
 
 

Scenario 8: Delivery to state owned hospital that is sanctioned under applicable 
sanction regulations  

 
TCC is approached by a Singaporean shipping company “Chinpo Shipping” to deliver €7 million worth 
of TCC finest and luxurious shampoos to an healthcare organization named Kwaksong, located in 
Shenyang near the Chinese – North Korean border. According to Chinpo Shipping, Kwaksong will sell 
TCC products to persons in the region for medical treatment of skin diseases. TCC’s products 
ordered, including their ingredients, do not have any medical application or medical claim. Payment 
to TCC will be arranged by Cinpo Shipping via a company in United Arab Emirates using a local money 
exchange office. 
 
Issues: 

a. prohibition to sell, supply, transfer or export, directly or indirectly, luxury goods, to North 
Korea 

b. initiating a false authorization to making available economic resources, necessary to satisfy 
the basic needs of natural or legal persons, entities or bodies listed in Annex IV, V or Va and 
dependent family members of such natural persons, including (payments for) foodstuffs, rent 
or mortgage, medicines and medical treatment, taxes, insurance premiums and public utility 
charges 

 
Phase 1: TCC is approached by a Singaporean shipping company “Chinpo Shipping” to deliver €7 
million worth of TCC’s finest and most luxurious shampoos to an healthcare organization named 
Kwaksong, located in Shenyang, China, near the Chinese – North Korean border. 
 
Alternative 1: TCC does not accept the sales order (due to indications of violations of EU sanctions on 

North Korea in particular the prohibition to sell, supply, transfer or export, directly or 
indirectly, luxury goods, to North Korea. Kwaksong and Chinpo Shipping may be front 
companies used by North Korean sanctioned entities to circumvent UN, EU, US and 
other local sanctions).  



36 
 

Alternative 2: TCC accepts the sales order and accounts for an initial return/ result. 
 
Phase 2:  
Outcome alternative 2: TCC’s bank informs TCC that it is notified by its correspondent bank in Turkey 

that TCC’s bank will receive funds for the benefit of TCC, ordered by an UEA trading 
company, and initiated by a local, unknown money exchange office in UEA. TCC’s bank 
inquires for further information on:  

• company Kwaksong that, according to the bank, has no public information on its 
owners but seem to be related to the North Korean Third Chemical Joint 
Venture Company. The Third Chemical Jint Venture Company is sanctioned by 
the EU. 

• Chinpo Shipping that is co-located in Singapore with the North Korean Embassy 
and according to public sources, Chinpo Shipping has acted as agent for North 
Korean based company.    

    
Alternative 2a: TCC claims that the incoming payment is related to the shipment of medicines to 

China.  
Alternative 2b: TCC further investigates parties involved and finds more information evidencing 

TCC’s bank indications for sanctions evasion. TCC unwinds the transaction, order 
its bank to refuse payment and informs Dutch authorities. 

Phase 3: 
Alternative 2a: TCC’s bank reports the transaction to the Financial Intelligence Unit (FIU) and law 

enforcement initiaties investigation of the transaction with TCC ultimately 
accusing TCC of sanction evasion. 

 
 

Scenario 9: Payment to TCC is rejected by intermediary US banks due to involvement of 
logistic service provider that has bad press   

 
TCC makes use of an international active and professional container shipping company C&A CFN to 
handle its logistics worldwide.  
Recently C&A CFN was accused in the media for being involved in arms smuggling. The bad press was 
based on the attack of armed forces of a Middle East state on a containership bound for Egypt in the 
Mediterranean Sea and claimed to have seized 3 containers of conventional arms destined for the 
Gaza strip. According to C&A CFN, the ship's manifests did not show any cargo in contravention of 
international regulations, and they do not have any more information at this stage.   
 
Issue: 

• Bad press may trigger financial institutions not to facilitate any transaction involving C&A 
CFN causing delays in payments or suspension of funds 

 
Phase 1: 
Alternative 1: TCC does not take any action and continues using C&A CFN as shipper for handling its 

logistics 
Alternative 2: TCC confers with its bank to assess possible restrictions and delays in financial 

settlement of the export transactions in which C&A CFN is involved 
Alternative 3: TCC suspends using all services of C&A CFN and investigates alternative shipping 

companies causing delays in the logistic handling of existing sales orders.   
           
 Phase 2: 
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Alternative 1: TCC is confronted with the rejection of several incoming USD payments and suspension 
of funds by US banks involved in the clearing of the export transaction involving C&A 
CFN in the logistic handling. US bank seem to take a very risk averse approach 
regarding transactions involving C&A CFN causing liquidity issues for TCC; 

Alternative 2: TCC’s bank, immediately after the bad press was published, has inquired for the 
viewpoint with all of its correspondent banking relations, including the US 
correspondent banks. TCC’s bank found that some, but not all, international US trading 
banks applied a restrictive approach towards transactions involving C&A CFN. It also 
found that the majority of the EU banks, including TCC’s bank, monitor the 
transactions involving C&A CFN more carefully and further process these transactions, 
almost with no delay,  if there are no indications for the involvement of military or dual 
use items in the underlying export transaction. TCC’s bank advises TCC to explicitly 
document the nature of the goods in the commercial documents and transportation 
documents and to discuss with importers on the financial settlement terms in order to 
avoid the involvement of the risk averse banks. 

Alternative 3: It takes TCC over 6 weeks to find alternative shippers for the majority of its 
international logistic routes causing delays in delivering the products to its clients. 

 
     
 
    .           
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7. Compliance reports 
 
The player can buy information to understand why the compliance issue happens. For each scenario 
are there one or several reports. 
 

Reports related to scenario 1 & 2 
7.1.1 Scenario 1 & 2 report 1 

 

 
 

7.1.2 Scenario 1 & 2Report 2 
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Reports related to scenario 3 
7.1.3 Scenario 3 report 1  
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7.1.4 Scenario 3 Report 2 
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7.1.5 Scenario 3 Report 3 
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Reports related to scenario 4 
7.1.6 Scenario 4 Report 1 
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Reports related to scenario 5 
7.1.7 Scenario 5 Report 1 
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7.1.8 Scenario 5 Report 2 
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7.1.9 Scenario 5 Report 3 
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Juri Aliksandr
Vimanov

JAV Holding Co.

Minsk

Juri Co. 

Barysaw

Aliksandr Co.

Salihorsk

Vimanov Co.

Maladzyechna

Bilnaft Trading 
Co.

Minsk

JA Vimanov Co.

Salihorsk

74% 60% 57% 95% 66%

100%

Scenerio 5 – Ownership structure

 
 

 
 

Reports related to scenario 6 
7.1.10 Scenario 6 Report 1 
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Exporter

TCC BV

The Netherlands 

Scenario 6 – Flow of goods

North African region

(Egypt, Libya, 

Morocco)

Middle East region

(Kuwait, Lebanon, 

Yemen, Syria, Iraq, 

Iran)

Distributor

Puls500+ Trading Co 

UAE (HO)

+++ 
shampoo ===shampo

o

 
 

7.1.11 Scenario 6 Report 2 
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7.1.12 Scenario 6 Report 3 
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Reports related to scenario 7 
7.1.13 Scenario 7 Report 1 
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7.1.14 Scenario 7 Report 2 
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Reports related to scenario 8 
7.1.15 Scenario 8 Report 1 

Kwaksong
Chinese-North Korea border

Exporter

TCC BV

The Netherlands 

Scenerio 8 – Transaction

Finest 
Shampoo

Chinpo Shipping

Singapore

Payment

Euro 7 mio

Via  UAE

For sale to 

persons in the 

region for 

medical 

treatment of 

skin diseases

 
7.1.16 Scenario 8 Report 2 
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Reports related to scenario 9 
7.1.17 Scenario 9 Report 1 
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7.1.18 Scenario 9 Report 2 
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7.1.19 Scenario 9 Report 3 



64 
 

 

 
  



65 
 

8. Test results 
 

After each change is a test necessary. In the test is it important to check if the change do what he has 

to do and if no other part is infected.  

8.1 Matlab 
• For each category is the code correct 

• For each category is the comments complete 

• If it affects other parts of the code, then it’s a result of the simulation and that is correct 

• The impact is in proportion with what is expected 
 

8.2 User interface 
• The labels are correct formulated  

o Adjusted the label HydrogenPyoxide into HydrogenPerioxide (feedback from Philip  
Sidney) 

o Adjusted the compliance reports name into the formal names (feedback from Philip  
Sidney) 

• No mails necessary (feedback MaS) 
 

8.3 Effect 
• Test several times with several decisions (feedback DJ, MaS) 

• The impact per category is restricted into a few effects. That is confirm the development 
plan. (feedback DJ, PS, MaS) 

• The gameplay element and the database effect are the same, confirm the development plan. 
(feedback DJ) 

 


